FAQs

Have you uploaded family history information to any commercial or public
genealogical website? Have you or are you considering buying a genealogy DNA
Test?
If so these are the questions you should be asking and why you should care about
the answers?
Q.

How big is the FamilySearch database and why is the Church of Jesus Christ of the
Latter-day Saints collecting the records?
●
●
●
●
●

1 billion records
3.5 billion genealogical images
30x the amount of data held by the Library of Congress
The Church estimates that there are 50-60 billion genealogical records in the world
and that they have collected approximately one quarter of them
They have 3000 volunteers in Utah, 4500 Family History Research Centres around
the world with 10-30 volunteers at each centre. They are dedicated to indexing all
Parish records around the world

The records in the database are used for the rites of posthumous baptism into the Mormon
faith.
Q.

Who owns your genealogical information or the results of your DNA test?
You do, but so does the testing company or any site to which you’ve uploaded that
information.

Q.

How accurate are DNA results?
The results depend on the quality of the database and their testing techniques. Immediate
biological family members are easily matched, exposing family secrets when they don’t, but
even identical twins’ results varied widely across testing companies. Autosomal tests for
ancestry are far less accurate, given that they are based on statistical models of mutation and
migrations patterns. People have submitted dog DNA that was found to have 20% indigenous
heritage and most serious genealogists test with at least three companies to compare
results. Companies will change results as their databases change.

Q.

Are you prepared to find out things you may not be prepared to know?
23andme explicitly warns people that they may learn things they were not prepared for
- i.e. they were adopted, their paternal lineage was not a match for the fathers they
grew up with, or they have siblings they did not know about.

Q.

Should I ask permission from my family?
Family history is inherently about sharing family information. But have you obtained
permission from everyone in your family? Have you posted trees that have been shared with
you privately? Do you know that testing your DNA gives these companies information about
your entire family, including any genetic health risks?

Q.

How has genealogical data become big business? Who is gathering the
data who is selling it and who is buying it?

Originally genealogy companies were only interested in records and providing data bases to
genealogists and family historians. Once they began to offer genetic testing pharmaceutical
companies began to buy the combined data. Almost all data from genetic genealogy testing is
now sold to pharmaceutical companies for research.
Q:

What are the privacy risks inherent with direct-to-consumer DNA
ancestry testing?
●

●
●
●
●
●
●
Q.

Privacy is a huge risk for a number of factors:
When you give your DNA data you are giving ALL of your family’s DNA data as well; this
means your siblings and children and data relating to both maternal and paternal lineages.
This means that people who have never given their DNA to a database can be identified.
France has banned direct-to-consumer DNA testing for this reason.
Recent estimates are that only 3% of a population is needed to identify the entire population.
The data is mostly de-identified, but can be re-identified.
Companies can change privacy policies without notifying you.
Company privacy policies don’t necessarily apply to their research partners and affiliates
As with any databases, genealogical databases are subject to data breaches. For example, 92
million MyHeritage user accounts were hacked in 2018.
Border and Immigration Services and can use DNA records as a surveillance tools
What are the potential risks involved in sharing DNA test results on public
genealogical websites?
Once you upload your results you have no control over the end use of that information.
For example, law enforcement agencies and border agencies are now openly using public
and commercial genealogy databases for reasons that have nothing to do with genealogy.

Q.

How is DNA and genealogical data being used for medical purposes and
what are potential risks of how this information may be used without our consent?
This is a huge question. There are significant benefits for the study of inherited diseases and
significant risks for privacy. A consistent concern is that personal risk information will be
shared with insurance companies.

Q.

Can I delete my data?
No, not really.

FURTHER READING FOR THE CURIOUS AND
CONCERNED:
●
●
●
●
●

Here’s an excellent summary of what’s been in the news in 2018.
https://www.cbc.ca/news/canada/nova-scotia/dna-testing-privacy-terms-and-conditions1.4508488
https://www.bloomberg.com/news/articles/2018-08-02/dna-protection-pledges-fail-toaddress-main-concerns-on-data-use
https://news.vice.com/en_ca/article/wjkxmy/canada-is-using-ancestry-dna-websites-tohelp-it-deport-people?utm_campaign=sharebutton
https://www.bloomberg.com/news/articles/2018-06-15/deleting-your-online-dna-data-isbrutally-difficult

●
●
●
●

https://www.priv.gc.ca/en/privacy-topics/health-genetic-and-other-bodyinformation/02_05_d_69_gen/
https://www.geneticsandsociety.org/biopolitical-times/connecting-dots-flood-genetictesting-stories
http://googlepress.blogspot.com/2013/09/calico-announcement.html
http://time.com/5349896/23andme-glaxo-smith-kline

COMPANIES OF INTEREST
About AncestryDNA
AncestryDNA is owned and operated by Ancestry.com DNA, LLC, a subsidiary of Ancestry.com,
LLC. AncestryDNA uses a simple test to analyze an individual’s DNA. AncestryDNA offers the
potential of identifying new insights into people’s ancient ancestry to help them collaborate with
distant cousins and make even more discoveries in their family history. Visit: www.ancestrydna.com
About Calico
Calico (Calico Life Sciences LLC) is a Google-funded research and development company whose
mission is to harness advanced technologies to increase our understanding of the biology that controls
lifespan. Calico will use that knowledge to devise interventions that enable people to lead longer and
healthier lives. Visit www.calicolabs.com.
About DeCode Genetics
Headquartered in Reykjavik, Iceland, deCODE is a global leader in analyzing and understanding the
human genome. A combination of factors provide unprecedented power to uncover the genetic basis
of virtually any disease or trait. These include the generous participation of so many Icelanders in our
discovery work, our comprehensive genetic and genealogical resources, the relative genetic and social
homogeneity of the Icelandic population, and its high quality universal healthcare. Using unique
expertise and population resources, deCODE has discovered genetic risk factors for dozens of
common diseases (LINK to Publications). The purpose of understanding the genetics of disease is to
use that information to create new means of diagnosing, treating and preventing disease. deCODE
genetics is a subsidiary of Amgen. https://www.decode.com/
About GlaxoSmithKline
GlaxoSmithKline plc is a British pharmaceutical company headquartered in Brentford, London.
Established in 2000 by a merger of Glaxo Wellcome and SmithKline Beecham, GSK was the world's
sixth largest pharmaceutical company as of 2015, after Pfizer, Novartis, Merck, Hoffmann-La Roche
and Sanofi. For more info: Purchases $300 million stake in 23andMe. https://www.gsk.com/
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